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a b s t r a c t 

Recently, Automatic Speech Recognition(ASR) systems are seriously threatened by adversarial audio ex- 

amples. The defense against adversarial audio examples has become an urgent issue. Different from ad- 

versarial image examples whose target is limited in the finite categories, the target of adversarial audio 

examples can be any combination of the words in a language. Adversarial audio examples aim to change 

the semantic of the audio. The semantic is explicitly represented in transcription distance, which affects 

the adversarial perturbation. This paper analyzes the relationship between semantic difference and ad- 

versarial perturbation. Quantization and local smoothing are calibrated to evaluate their performance. We 

observe that, for adversarial audio examples with different transcription distance levels, the capability of 

different denoising strategies varies. Therefore, we first introduce the wavelet filter, which denoises the 

signal in the transformed domain. Then we explore the defense capability of combined filters. Finally, 

a new intelligent noise reduction method–INOR is proposed to improve the denoising performance of 

audios under different levels of transcription distance. Experimental results show that INOR is effective 

in mitigating the adversarial perturbations for adversarial examples with different transcription distance 

levels. The average CER and WER is reduced by 33% and 55%. 

© 2020 Elsevier B.V. All rights reserved. 

1. Introduction 

In recent years, Deep Neural Networks (DNNs) have achieved 

impressive performance in various artificial intelligent applications 

including image classification [1] , natural language processing [2] , 

and speech recognition [3] . In some areas, DNNs even achieve 

near-human accuracy [1] , so they are widely adopted in security- 

sensitive tasks which request high robustness of the model. 

However, DNNs are seriously threatened by adversarial attack. 

Adversarial attack aims to generate adversarial examples by adding 

imperceptible noises to legitimate samples in order to mislead 

the model into incorrect prediction. Although adversarial examples 

cannot be perceived by human beings, they may be misclassified 

by DNNs and cause catastrophic failure in crucial tasks. Besides, 
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adversarial examples can also be leveraged to cheat adversaries 

which enhances the security of the system [4–6] . 

Adversarial attacks can be classified into two main categories: 

the targeted attack and the untargeted attack. The prediction of 

the targeted attack is specified by the adversary, while the pre- 

diction of the untargeted attack can be any one except the clean 

one. The targeted attack is often implemented by minimizing the 

loss of target adversarial prediction, while untargeted attack is of- 

ten implemented by maximizing the loss of the clean prediction. 

Compared with untargeted attack, targeted attack is more difficult 

to implement. 

Among the studies of adversarial examples, early works mainly 

focus on the continuous domain, that is, the domain of images. 

Adversarial image examples are generated to fool image classifi- 

cation system. Adversarial examples was first introduced in im- 

age classification by Szegedy et al. [7] , which is a targeted at- 

tack. Other targeted attacks in image domain include the CW 

(Carlini&Wagner) attack [8] , the iterative FGSM(Fast Gradient Sign 

Method) attack [9] , the impersonation attack [10] , and so on. As 

for untargeted image attacks, there are the FGSM attack [11] , the 

DeepFool attack [12] , the Universal Perturbation [13] , and so on. 
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However, where there is the attack, there is the defense. Vari- 

ous countermeasures have been proposed to defend against adver- 

sarial image examples. Adversarial training [9,11,14] and network 

distillation [15] aim to improve the robustness of the neural net- 

work model in the training stage so that the model can output 

the correct prediction when an adversarial image example comes. 

Adversarial detecting [16–19] tries to detect adversarial image ex- 

amples. Most adversarial detection strategies aim for obtaining a 

model which can classify the input image as a clean one or an ad- 

versarial one. Adversarial training, network distillation, and adver- 

sarial detection all require modifying the neural network model or 

training new sub-models. Another countermeasure is to transform 

the input image, such as JPEG compression [20] and smoothing fil- 

ters [5,21] . They modify the input image to mitigate perturbations, 

so the classification output will not be affected by adversarial im- 

age examples. 

Not until recently, researchers began to pay attention to ad- 

versarial audio examples, whose domain is discrete. Adversar- 

ial audio examples are generated to fool the Automatic Speech 

Recognition (ASR) system, which converts a spoken utterance to 

a text transcription. Microsoft Cortana [22] , Apple Siri [23] , Google 

Now [24] , Amazon Alexa [25] , CMU Sphinx [26] , Kaldi [27] , and 

DeepSpeech [28] are all popular ASR systems. The Deepspeech is 

an end to end system based on the DNN. Similar to adversarial 

image examples, the works related to adversarial audio examples 

mainly contain two topics: the adversarial attack and the adver- 

sarial defense. 

Cisse et al. [29–31] craft untargeted adversarial audio examples, 

whose transcription is different from the transcription of the clean 

audio. Targeted adversarial audio examples can be generated us- 

ing the methods proposed in [29,32–35] . Carlini et al. [32] gen- 

erates hidden voice commands that are unintelligible to human 

beings but are intelligible to ASR system. However, hidden voice 

commands are easy to be recognized by humans because they 

are noise like and are audible to humans. Exploiting the circuit 

nonlinearity of microphone, Zhang et al. [33] is able to mod- 

ulate voice commands that are audible to devices but inaudible 

to humans. Fortunately, low-pass filters and classification model 

can be applied to mitigate or detect the command signals because 

they are ultrasonic. Both [32,33] synthesize specific audios for at- 

tacks. Cisse et al. [29] proposes a more powerful attacking method, 

named Houdini, which can generate targeted adversarial audio ex- 

amples by modifying existing audios, but Houdini can only gen- 

erate adversarial examples whose transcriptions are phonetically 

close to the clean ones. Later Carlini et al propose a more pow- 

erful targeted attack in [32] that can target any adversarial tran- 

scriptions. The generated adversarial audio examples are hard to be 

distinguished by humans and are against the state-of-the-art ASR 

system–DeepSpeech [28] . Qin et al. [35] makes the noise less per- 

ceptible by leveraging “Psychoacoustic Hiding”, but their attack is 

mounted on Lingvo classifier which is based on the Listen, Attend, 

and Spell model. 

The defense against adversarial audio examples aims to de- 

tect adversarial audio examples or recover the clean transcrip- 

tion. For the sake of simplicity, the frequently used terms are ex- 

plained in Table 1 . The transcription of the clean audio is de- 

noted as clean transcription , while the transcription of the adver- 

sarial audio is referred to as adversarial transcription . The origi- 

nal transcription refers to the transcription of the original audio. 

The original audio is the audio that has not been denoised, so 

it can be clean or adversarial. The denoised transcription refers to 

the transcription of the denoised audio. The transcription distance 

is the distance between the clean transcription and the adver- 

sarial transcription. The semantic difference is the difference be- 

tween the semantic of the clean transcription and the adversarial 

transcription. 

Table 1 

Description of terms. 

Terms Description 

Clean Transcription The transcription of the clean audio 

Adversarial Transcription The transcription of the adversarial audio 

Original Transcription The transcription of the original audio before 

being denoised 

Denoised Transcription The transcription of the denoised audio 

Transcription Distance The distance between the clean transcription and 

the adversarial transcription 

Semantic Difference The difference between the semantics of the clean 

transcription and the adversarial transcription 

Various strategies have been proposed to implement the adver- 

sarial audio example recovery. Sun et al. [36,37] leverage data aug- 

mentation and adversarial training to improve the model robust- 

ness. Yang et al. [38] exploits input transformation to mitigate the 

effect of adversarial noises and recover the clean audio sequence. 

Input transformation does not require modification to the model, 

so it can be directly integrated into the ASR system. However, the 

quality of the transcription drops by a great degree since the re- 

covered audio sequence is still very different from the clean one, 

and the transcription quality of clean samples is also defected. 

For image classification, the output is the category of the input 

image, and the adversarial target space of the adversarial image 

example is limited in the finite categories. Differently, the output 

of the ASR system is text, and the target of the adversarial exam- 

ple can be any combination of the words in a language. The goal 

of adversarial audio example is to change the semantic, which is 

represented explicitly by the transcription distance. However, the 

semantic difference may not consist with the transcription dis- 

tance, which further affect the adversarial perturbation. For dif- 

ferent adversarial audio examples, transcription distance may be 

either large or small. Existing defense strategies treat these adver- 

sarial examples in the same way, but this may be inappropriate 

since the magnitude of perturbations varies. 

Our contributions include: 

1. This paper analyzes the relationship between semantic differ- 

ence and adversarial perturbation. The quantization and local 

smoothing are calibrated to evaluate their performance. We ob- 

serve that, for adversarial audio examples with different tran- 

scription distance levels, different denoising strategies have dif- 

ferent capabilities. 

2. Based on the above observation, we introduce the wavelet filter, 

and explore the defense capability of combined filters. 

3. A new intelligent noise reduction method, INOR, is proposed to 

improve the denoising performance of audios under different 

level of transcription distance. 

4. The experimental results show that, using INOR, the average 

CER and WER is reduced by 33% and 55% respectively. 

2. Background and related work 

2.1. Automatic speech recognition and adversarial audio example 

ASR system has been integrated into many commercial appli- 

cations such as Microsoft Cortana [22] , Apple Siri [23] , and Google 

Now [24] , and brings enormous convenience to human beings. ASR 

system takes audio signal as input and output the transcription in 

the form of text. To help research, many open-source ASR systems 

have been developed. According to their architectures, these ASR 

systems can be classified into two categories. 

Conventional ASR systems consist of an acoustic model and a 

language model. The former one models the relationship between 

audio signals and phonetic units, while the later one models the 

word sequences in the language. Conventional ASR systems require 
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Fig. 1. Overview of DeepSpeech. 

laborious process stages since the acoustic model and the language 

model have to be pretrained separately. Both Kaldi [27] and CMU 

Sphinx [26] belong to conventional ASR systems. DeepSpeech is 

a state-of-the-art ASR system which is end-to-end. The input to 

DeepSpeech is the audio signal represented by a N-dimensional 

vector–x which is sampled under a specific sampling rate. As 

shown in Fig. 1 , DeepSpeech mainly contains four components: 

Mel-Frequency Cepstrum (MFC), Encoder, Connectionist Temporal 

Classification (CTC) Loss Calculator and Decoder. MFC is often used 

to extract the features of the audio. It is able to approximate the 

human auditory system’s response closely, and achieves better rep- 

resentation of sound. The MFC [39,40] preprocesses the waveform 

or the audio signal, x , by splitting it into T short frames and ex- 

tracting the features that are useful for identifying linguistic con- 

tent. There is an overlap between adjacent frames, and the ex- 

tracted features is x t for t ’th frame. The encoder takes the extracted 

feature as input and outputs the probability distribution–y over 

all the individual characters, and the probability matrix is com- 

puted using an RNN model. CTC is a method to train RNN without 

the requirement for sequence segmentation. CTC loss is calculated 

in training step based on y with CTC loss calculator. The decoder 

takes the probability matrix as input and calculates the probabili- 

ties of all label sequences, and the phrase with the highest prob- 

ability is chosen as the final output of the speech recognition sys- 

tem [41] . The whole process performed by DeepSpeech can be de- 

noted as z = F (x ) . The performance of DeepSpeech is competitive 

to the conventional ASR systems, but the architecture is much sim- 

pler. 

However, the security of ASR systems is threatened by adversar- 

ial audio examples, which mislead ASR systems into wrong predic- 

tion. As shown in Eq. (1) , to generate adversarial audio examples, 

imperceptible perturbation δ, which is also a N-dimensional vector, 

is added to the clean sample x. δ is carefully designed to change 

the predicted transcription z . However, since δ is very small, hu- 

man beings can hardly be aware of it. 

z = F (x ) 

z ′ = F (x + δ) 

z ′ � = z (1) 

Untargeted attack and targeted attack are two main categories 

of adversarial audio attack. In untargeted attack, the adversary try 

to make z ′ � = z. In targeted attack, z ′ is not only different from z , 

but is also assigned by the adversary. Since untargeted attack can 

be implemented by the targeted attack, targeted attack is more 

powerful. 

Many works [29,32–35] have focused on targeted attack against 

ASR systems. Both hidden voice commands [32] and DolphinAt- 

tack [33] generate new audios instead of modifying existing au- 

dios. With the help of MFC and inverse-MFC, hidden voice com- 

mands can be generated by removing the features that are helpful 

for human listeners to comprehend but are not useful in ASR sys- 

tem. Therefore, hidden voice commands are unintelligible to hu- 

man listeners but can be recognized by ASR systems. DolphinAt- 

tack modulates the voice commands on ultrasonic carriers to make 

the voice commands completely inaudible. Compared with hidden 

voice commands and DolphinAttack, Houdini [29] is able to con- 

struct adversarial audio examples by doing small changes to exist- 

ing audios with the help of a more effective surrogate loss func- 

tion. However, Houdini can only generate adversarial audio exam- 

ples whose transcriptions are phonetically similar to that of the 

clean samples. 

A more powerful targeted attack is proposed by Carlini and 

Wagner in [8] . They can target any transcription by adding only 

slight distortion–δ, which is obtained by solving the optimization 

problem presented in Eq. (2) . Here, c is a suitably chosen constant. 

It is used to minimize the loss towards the target and the distor- 

tion towards the original audio. � CT C (x + δ, z ′ ) is the loss of the ad- 

versarial example towards the target. The optimization problem is 

solved using gradient-based algorithm. 

min � (δ, z ′ ) = | δ| 2 + c · � CT C (x + δ, z ′ ) (2) 

2.2. Defense strategies against adversarial audio examples 

Previous works have proposed many strategies to defend adver- 

sarial audio examples. Since the adversarial audio examples gener- 

ated by DolphinAttack is ultrasonic, they can be easily mitigated 

leveraging low-pass filters. As shown in [33] , DolphinAttack can 

also be detected through classification by support vector machine. 

Houdini can only generate adversarial audio examples with similar 

phonemes as the original audio, so its threat is limited. No existing 

works have paid attention to the defense of Houdini yet. 

The attack proposed in [34] is much more dangerous since it 

can generate adversarial audio examples with any chosen target 

transcription. Yang et al. [38] leverages the temporal dependency 

to detect adversarial audio examples. Firstly, the complete audio 

sequence, x , is input to the ASR system and the transcription–z is 

got. Secondly, the detector inputs the first p (1 ≤ p ≤ 1) portion of 

x to the ASR system and get the partial transcription–z ′ . Then the 

distance between the first p portion of z and z ′ is computed. The 

distance can be Character Error Rate (CER) and Word Error Rate 

(WER). WER and CER [42] are common metrics of the efficiency of 

a speech recognition system, which measures the distance between 

the denoised transcription and the clean transcription. The Error 

Rate (ER) is computed according to Eq. (3) , where S, D, I is the 

number of substitutions, the number of deletions, and the num- 

ber of insertions respectively, which are computed using dynamic 

string alignment. N is the number of words or characters in the 

reference transcription, and here is the clean transcription. Finally, 

the distance is used as the feature for distinguishing adversarial 

examples from clean samples. 

ER = 

S + D + I 

N 

(3) 

Although the temporal dependency based method may detect 

adversarial audio examples, it is insufficient for recovering the 

clean transcription. There are mainly two ways to recover the clean 

transcription: model robustness improvement and input transfor- 

mation. Sun et al. [36,37,43] focus on the improvement of the 

model robustness by data augmentation or adversarial training. 

However, all of them require modifying the original model. The 
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set0: clean
Example 1: Without the dataset the article is useless
Example 2: We are refugees from the tribal wars and we need money the other figure said
Example 3: The night was warm and I was thirsty

set1: only one of the words are replaced compared with the clean transcription
Example 1: Without the dataset the article is not useless
Example 2: We are refugees from the tribal wars and we do not need money the other figure said
Example 3: The night was not warm and I was thirsty

set2: half of the words are replaced compared with the clean transcription
Example 1: Without notes the music is meaningless
Example 2: They are citizens from the richest country and they do not need food the other people said
Example 3: The day was cold and I was hungry

set3: all of the words are replaced compared with the clean transcription
Example 1: Okay google browse to evil dot com
Example 2: Looking around he sought his sheep and then realized that he was in a new world
Example 3: This is what was written on the emerald tablet said the alchemist when he had finished

Fig. 2. Example transcription. 

modification of the model introduces expensive training cost be- 

cause the training progress is usually time consuming and need 

a large number of benign examples and corresponding adversarial 

examples. 

Comparatively, input transformation only needs to transform 

the input audios while leaving the model unchanged. The goal of 

input transformation is to recover the clean transcription from the 

adversarial audio examples by corrupting the adversarial perturba- 

tion. WER and CER are evaluation metrics to measure the recovery 

performance. Yang et al. [38] tests the feasibility of input trans- 

formation using traditional signal processing methods: Quantiza- 

tion and Local smoothing. Quantization maps the input value from 

a larger set to a smaller set. In audio quantization, the amplitude 

of sampled audio signal is rounded into the nearest multiple of 

an integer–q. Local smoothing uses a sliding window with a fixed 

length to determine the value of a sample point. The sliding win- 

dow contains k − 1 points before and after a point in an audio, and 

this point is replaced with the smoothed value such as the median 

or the average value of the window. However, the performance is 

still limited. To effectively recover the clean transcription and avoid 

severe semantic manipulation, this paper proposes an intelligent 

noise reduction method. 

3. Motivation and observation 

This section first analyzes the relationship between seman- 

tic difference and adversarial perturbation. Based on the analysis, 

quantization and local smoothing are applied to mitigate adversar- 

ial perturbations. The parameters of each strategy are calibrated to 

evaluate their performance. 

3.1. Relationship between semantic difference and adversarial 

perturbation 

In image classification, the target of an adversarial example is a 

specific class from a limited space of classifications. However, in 

speech recognition, the target is a text sequence, which can be 

any combination of characters, so there are numerous possibili- 

ties. The goal of adversarial audio examples is to change the se- 

mantic, which is represented explicitly in the transcription. With 

the same semantic difference, the transcription distance varies. The 

transcription distance may further affect the magnitude of adver- 

sarial perturbation, which may then affect the defense difficulty. 

Based on the transcription distance, the adversarial audio ex- 

amples are roughly classified into three categories. Some transcrip- 

tion examples are shown in Fig. 2 . The transcriptions in set 0 are 

clean. The transcriptions in set 1, set 2, and set 3 are adversarial, but 

the transcription distances are different. Com paring transcriptions 

of set 0 and set 1, the semantic is reversed, but only one word is 

changed by adding “not” or deleting “not”. Comparing transcrip- 

tions of set 0 and set 2, partial words are replaced. Comparing tran- 

scriptions of set 0 and set 3, all of the words are replaced. Different 

level of transcription distance may introduce different form of ad- 

versarial perturbation, which may enforce different level of defense 

difficulty. Meanwhile, no matter what the level of transcription dis- 

tance is, the semantic can be changed seriously. 

To observe the differences between the three groups of adver- 

sarial examples, their adversarial perturbations are analyzed. For 

each adversarial audio, the perturbation has a minimum value, a 

maximum value, a mean value and a median value, which are 

computed according to Eq. (4) –(7) . The minimum value for most 

perturbations is zero. We select the first 100 instances from the 

test set of Mozilla Common Voice as the clean samples in set 0. The 

adversarial audio examples in set 1, set 2, and set 3 are generated ac- 

cording to the adversarial transcriptions. 

δmin = min (abs (δ)) (4) 

δmax = max (abs (δ)) (5) 

δmean = mean (abs (δ)) (6) 

δmedian = median (abs (δ)) (7) 

Here, δ is the perturbation; δmax , δmean , and δmedian are the maxi- 

mum value, the mean value, and the median value. 

The distribution of the maximum, mean, and median perturba- 

tions for each set of adversarial examples are shown in Fig. 3 . From 

the figure we can see that, compared with set 1, most of the maxi- 

mum perturbations in set 2 are higher; compared with set 2, most of 

the maximum perturbations in set 3 are higher. The mean perturba- 

tions and median perturbations also present the same trend. This 
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trend implies that, while the transcription distance increases, the 

adversarial perturbation also increases. The transcription distance 

is consistent with the adversarial perturbation. However, since the 

semantic difference is not consistent with transcription distance, it 

is not consistent with adversarial perturbation. The adversarial ex- 

amples with different level of perturbations may response differ- 

ently to the same denoising strategy, which makes it necessary to 

evaluate the performance of denoising strategies for each set sep- 

arately. In following sections, denoising strategies are evaluated on 

the audios in set 0, set 1, set 2, and set 3. 

3.2. Parameter calibration for quantization and local smoothing 

Primitive transformation strategies include quantization and lo- 

cal smoothing. Audios with different level of adversarial perturba- 

tions may response differently to one denoising strategy. Therefore, 

to evaluate the performance of the denoising strategies, we apply 

quantization and local smoothing to the audios in set 0, set 1, set 2, 

and set 3 generated in Section 3.1 respectively. It is expected that, 

the denoising strategy can not only mitigate the perturbation of 

the adversarial audio examples, but also leave the clean samples 

not affected. That is, the adversarial transcription is recovered to 

clean transcription, while the clean transcription is still the clean 

transcription. Meanwhile, the parameters of the denoising strate- 

gies are calibrated to analyze their impacts on performance. With 

ER as the metric, the denoising strategies are evaluated on various 

parameters. 

The parameters are calibrated according to Fig. 4 . The audio 

x is first denoised using the strategies mentioned above. “Qtzt”

is the abbreviation of quantization, and “Mdn” is the abbrevia- 

tion of median smoothing. (q 1 , q 2 , . . . q Q ) , (m 1 , m 2 , . . . m M 

) , and 

(w 1 , w 2 , . . . w W 

) are the value of the parameters. Q and M are 

the number of parameter values. The denoised audio are x q and 

x m 

, which are then sent to DeepSpeech. DeepSpeech helps get the 

transcriptions of the denoised audio t q and t m 

. The distance be- 

tween t q , t m 

and the reference transcription t are computed by 

the Evaluator. The reference transcription is the ground-truth tran- 

scription. 

Table 2 

Performance of quantization. 

q set0 set1 set2 set3 

WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

1 0.29 0.13 0.18 0.10 0.55 0.42 1.15 0.96 

2 0.31 0.14 0.16 0.08 0.56 0.42 1.13 0.94 

3 0.32 0.15 0.14 0.06 0.52 0.37 1.09 0.91 

4 0.30 0.15 0.16 0.07 0.46 0.32 1.03 0.83 

5 0.33 0.16 0.19 0.08 0.45 0.28 0.92 0.70 

6 0.40 0.20 0.28 0.13 0.46 0.27 0.84 0.57 

7 0.48 0.27 0.43 0.24 0.52 0.31 0.79 0.52 

8 0.61 0.39 0.58 0.36 0.63 0.40 0.74 0.51 

9 0.75 0.56 0.73 0.55 0.74 0.56 0.83 0.62 

10 0.90 0.74 0.90 0.74 0.88 0.73 0.91 0.76 

3.2.1. Quantization 

Quantization rounds the amplitude of sampled audio signal to 

the nearest multiple of an integer, which is often 2 q , and q is se- 

lected by the defender. Quantization maps the value of the input 

from a larger set to a smaller set. The searching space of q ranges 

from 1 to 10, with the step of 1. The experimental result for each 

set of audios under each parameter is shown in Table 2 . “no strat- 

egy” means that no denoising strategy is applied to the audios. The 

best performance for each set is labeled as red . In this paper, the 

best performance for set 0 is set to be the performance while no 

strategy is applied because clean audios are reference, although the 

performance under other configurations maybe better. 

3.2.2. Local smoothing 

Local smoothing replaces the value of a sample point with a 

smoothed value. This smoothed value can be the median value, the 

mean value, or other statistic values of a sliding window which is 

composed of k − 1 points before and after the sample point. This 

paper chooses the median value, and we call local smoothing us- 

ing median value median smoothing for simplicity. These transfor- 

mations are not only useful, but also fast to operate and easy to 

implement. For median smoothing, the searching space of k ranges 
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Table 3 

Performance of median smoothing. 

k 

set0 set1 set2 set3 

WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

3 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

4 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

5 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

6 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

7 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

8 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

9 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

10 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

from 3 to 10 with the step of 1. Table 3 shows the experimental 

results. 

From Tables 2 to 3 we can observe that for each denoising 

strategy, each set of audios have a best configuration point. When 

the configuration approaches this point, the performance gets bet- 

ter; when the configuration departs from this point, the perfor- 

mance gets worse. It is observed that there is not a strategy that 

works the best for all classes of audios. For example, using median 

smoothing, for adversarial examples in set 1, set 2, and set 3, the best 

configuration is k = 4 , k = 4 , and k = 8 respectively. 

4. Methodology 

Both quantization and median smoothing denoise the audio sig- 

nal in the original domain, which does not take into account the 

frequency content. Therefore, we apply wavelet filter which de- 

noises the audio signal in the transformed frequency domain. This 

section first leverages wavelet filter to mitigate adversarial pertur- 

bation for each class of audios, and then explores the performance 

of the combinations constructed by the single denoising strategies. 

Finally, we propose an intelligent noise reduction method. 

4.1. Wavelet filter 

Quantization and median smoothing denoise the signal in the 

original signal domain, wavelet filter denoises the signal in the 

transform domain. Wavelet denoising contains three steps: wavelet 

transform, coefficient denoising, and signal reconstruction. Wavelet 

transform transforms the input from the original signal domain to 

the wavelet domain. The signal is processed using a time-scale rep- 

resentation technique, which decomposes the signal into wavelet 

coefficients with different scales at different locations. Wavelet 

transform is implemented with the help of the correlation with 

translation and dilation of mother wavelet [44] such as Daubechies 

wavelets, symlets, coiflets, and so on. In coefficient denoising, the 

wavelet coefficients are further operated to remove the small co- 

efficients which is assumed as noise. Common used denoising 

method is thresholding. There are two kinds of thresholding: hard 

thresholding and soft thresholding, which are expressed as follows: 

Hard thresholding : 

{
y = x i f | x | > λ
y = 0 i f | x | < λ

(8) 

Sof t thresholding : 
{

y = sign (x )(| x | − λ) (9) 

Hard thresholding may be too sensitive to small changes in the 

signal and thus is unstable, therefore, we choose soft thresholding 

in the denoising step. Finally, the denoised signal can be formed 

using reverse transform from the noise free coefficients. 

Similar to quantization and median smoothing, the parameters 

of wavelet filter is also calibrated. However, the searching space 

of wavelet filter’s parameter is much larger, since there are two 

parameters: the decomposition level–n and the wavelet name–

wname . The denoising performance of wavelet filter will be shown 

in Section 5 . 

4.2. Combination of denoising strategies 

Previous works only applies quantization and median smooth- 

ing independently. To explore new possibilities to enhance denois- 

ing performance, these strategies are combined in this section. It 

is assumed that, one denoising strategy can reduce the noises that 

present some specific regularities, while another strategy can re- 

duce noises that present other regularities. If two strategies are 

combined, the noises that present the first kind of regularities and 

the noises that present the second kind of regularities may be mit- 

igated simultaneously. 

Each combination contains two denoising strategies. We tra- 

verse the 6 combinations constructed by the 3 denoising strate- 

gies: quantization and median smoothing, median smoothing and 

quantization, quantization and wavelet filter, wavelet filter and 

quantization, median smoothing and wavelet filter, wavelet filter 

and median smoothing. For each combination, the former one is 

first applied to the original audio, and then the second one is ap- 

plied to the denoised audio. For example, using combination of 

quantization and median smoothing to denoise an audio, quanti- 

zation is first applied, and then median smoothing is applied to 

the quantized audio to obtain the final audio. 

4.3. Intelligent noise reduction method 

In our observation, we find that different strategies have dif- 

ferent capabilities in mitigating adversarial perturbations of audios 

indifferent class. The combination of two strategies can improve 

the performance against one set, but in real situation, the ASR sys- 

tem does not know which set the input audio belongs to. There- 

fore, INOR, an intelligent noise reduction method, is proposed. 

INOR applies the best denoising strategy for a coming audio. 

This is achieved by classifying the input audio. INOR is mainly 

composed of two steps: model training and transcription predic- 

tion. The first step obtains a classification model, and the second 

step obtains the transcription with the help of the classification 

model. The overview of INOR is shown in Fig. 5 . 

4.3.1. Audio classification 

Audio classification first needs to train a classification model. 

Model training contains two steps: feature extraction and model 

training. 

In feature extraction, we extract essential features from the au- 

dios that can be leveraged to predict which classification sets the 

audios belong to. Each set of audios maps to a best denoising strat- 

egy, which can be either a single one or a combination. Although 

we cannot obtain the ground-truth transcription, we can predict 

the classification set of an audio by comparing the CERs using dif- 

ferent denoising strategies. 

The CER between the original transcription and the denoised 

transcription using one denoising strategy is used as one feature. 

Referring to Fig. 5 , each audio in the training set has one label 

and three features. Here, “Wvlt” is the abbreviation of Wavelet. The 

label–l is the classification. There are four indexes in the classifica- 

tions: 0, 1, 2, 3. 0 stands for set 0, 1 stands for set 1, 2 stands for 

set 2, and 3 stands for set 3. These denoising strategies are chosen 

because the experimental result shows that they are the best de- 

noising strategy for the corresponding set of audios. The features 

are { h 1 , h 2 , and h 3 }. Here, h i = CER ( t i , t 0 ) . t 0 , t 1 , t 2 , and t 3 are 

the transcriptions of x 0 , x 1 , x 2 and x 3 . x 0 is the original audio; 

x 1 is the audio denoised by Wavelet&Quantization ; x 2 is the au- 

dio denoised by Wavelet&Quantization ; x 3 is the audio denoised by 
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Fig. 5. Overview of INOR. 

Quantization&Median . The features { h 1 , h 2 , h 3 }, and their labels–l 

are leveraged to train a classification model. The labels are their 

classifications. The audios for generating the training dataset con- 

tain equal number of audios in each set. Since the number of fea- 

tures for each sample is comparatively small, the SVM model is 

selected. 

4.3.2. Transcription prediction 

After the classification model is obtained, when a new audio–x 

comes, the features- h 1 , h 2 , h 3 are firstly extracted. Then the au- 

dio is classified using the extracted features and the classification 

model. Finally, the transcription of the audio is determined accord- 

ing to the output of the classification label. If the label is 0, the 

transcription will be t 0 ; if the label is 1, the transcription will be 

t 1 ; if the label is 2, the transcription will be t 2 ; if the label is 3, 

the transcription will be be t 3 . In this way, the audio is mapped to 

the best denoising strategy. 

5. Experimental results 

5.1. Wavelet filter and combinations 

Wavelet filter and combinations are evaluated on each set of 

audios generated in Section 3.1 . Table 4 presents the denoising per- 

formance using wavelet filter. In the experiment, n ranges from 1 

to 5, with the step of 1, and wname ranges from db 1 to db 5, to- 

tally 25 configurations. Compared with quantization and median 

smoothing, wavelet shows great advantage in denoising the audios 

in set 3, but for audios in set 1 and set 2 it is not the best. 

The performance of the combinations are shown in 

Tables 5 –7 . Using combining strategies, the denoising perfor- 

mance for set 1 and set 2 get improved. The WER and CER for 

set 1 is decreased to 0.13 and 0.05, and the WER and CER for 

set 2 is decreased to 0.35 and 0.18. The sequence of the applied 

strategies affects the performance. Another obvious phenomenon 

is that, the performance is usually sensitive to one of the two 

denoising strategies in the combination. For example, using 

quantization-median smoothing, the WER and CER changes only 

when q changes. When q does not change and k ranges from 3 to 

Table 4 

Performance of wavelet denoising. 

n − wname 

set0 set1 set2 set3 

WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 

1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 

1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 

1-db4 0.31 0.15 0.19 0.08 0.42 0.23 0.82 0.56 

1-db5 0.32 0.15 0.18 0.08 0.43 0.23 0.82 0.56 

2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 

2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 

2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 

2-db4 0.32 0.15 0.26 0.11 0.43 0.21 0.65 0.38 

2-db5 0.32 0.15 0.27 0.12 0.43 0.22 0.65 0.38 

3-db1 0.39 0.20 0.35 0.18 0.44 0.23 0.60 0.35 

3-db2 0.36 0.17 0.31 0.14 0.40 0.20 0.57 0.33 

3-db3 0.33 0.16 0.28 0.13 0.44 0.22 0.58 0.32 

3-db4 0.33 0.16 0.31 0.14 0.42 0.21 0.60 0.34 

3-db5 0.34 0.16 0.32 0.15 0.42 0.22 0.61 0.35 

4-db1 0.37 0.19 0.34 0.17 0.44 0.23 0.57 0.34 

4-db2 0.35 0.16 0.31 0.15 0.42 0.22 0.57 0.33 

4-db3 0.33 0.16 0.31 0.15 0.46 0.23 0.57 0.33 

4-db4 0.34 0.16 0.33 0.15 0.43 0.23 0.58 0.34 

4-db5 0.34 0.16 0.34 0.16 0.47 0.24 0.61 0.35 

5-db1 0.37 0.19 0.34 0.17 0.45 0.24 0.58 0.34 

5-db2 0.34 0.16 0.31 0.14 0.40 0.20 0.57 0.32 

5-db3 0.34 0.16 0.30 0.14 0.45 0.22 0.59 0.32 

5-db4 0.34 0.16 0.32 0.15 0.43 0.22 0.59 0.34 

5-db5 0.34 0.16 0.30 0.14 0.45 0.24 0.62 0.34 

10, the WER and CER stays the same. The performance of other 

combinations also presents the same trend. This may be because 

that, under direct combination, one strategy is dominant, while 

the other one makes very small contribution. 

5.2. INOR 

The evaluation audios for INOR are the audios generated in 

Section 3.1 . To train the classification model in INOR, 400 au- 

dios different from evaluation audios are used. The performance 

of INOR and the comparison with other denoising strategies is 
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Table 5 

Performance of quantization-median combination. 

q, k 

quantization–median median–quantization 

set0 set1 set2 set3 set0 set1 set2 set3 

WER CER WER CER WER CER WER CER WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

2,3 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,4 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,5 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,6 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,7 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,8 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,9 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

2,10 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 

3,3 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,4 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,5 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,6 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,7 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,8 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,9 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

3,10 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 0.36 0.19 0.26 0.12 0.46 0.26 0.80 0.57 

4,3 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,4 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,5 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,6 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,7 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,8 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,9 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

4,10 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 

5,3 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,4 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,5 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,6 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,7 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,8 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,9 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

5,10 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 

6,3 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,4 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,5 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,6 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,7 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,8 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,9 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

6,10 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.35 0.55 0.33 0.60 0.36 0.72 0.47 

7,3 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,4 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,5 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,6 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,7 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,8 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,9 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

7,10 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 0.68 0.46 0.71 0.47 0.71 0.48 0.77 0.54 

8,3 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,4 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,5 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,6 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,7 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,8 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,9 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

8,10 0.80 0.57 0.79 0.57 0.79 0.58 0.83 0.61 0.83 0.63 0.83 0.63 0.84 0.64 0.87 0.66 

9,3 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,4 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,5 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,6 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,7 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,8 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,9 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

9,10 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 0.92 0.77 0.92 0.78 0.91 0.77 0.93 0.78 

10,3 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,4 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,5 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,6 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,7 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,8 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,9 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 

10,10 0.96 0.85 0.95 0.85 0.96 0.84 0.96 0.85 0.96 0.87 0.97 0.87 0.96 0.87 0.96 0.87 
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Table 6 

Performance of median-wavelet combination. 

k, n − wname 

median–wavelet wavelet–median 

set0 set1 set2 set3 set0 set1 set2 set3 

WER CER WER CER WER CER WER CER WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

3,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

3,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

3,1-db5 0.32 0.15 0.18 0.08 0.43 0.23 0.82 0.56 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

3,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

3,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

3,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 

4,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

4,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

4,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

4,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

4,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

4,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 

5,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

5,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

5,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

5,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

5,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

5,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.41 0.22 0.31 0.16 0.46 0.26 0.72 0.46 

6,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

6,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

6,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

6,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

6,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

6,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.41 0.21 0.34 0.17 0.49 0.27 0.73 0.45 

7,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

7,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

7,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

7,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

7,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

7,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.47 0.26 0.41 0.22 0.53 0.30 0.73 0.46 

8,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

8,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

8,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

8,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

8,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

8,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 

9,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

9,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

9,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

9,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

9,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

9,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.54 0.30 0.51 0.29 0.61 0.35 0.77 0.49 

10,1-db1 0.33 0.17 0.21 0.09 0.45 0.24 0.77 0.53 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

10,1-db2 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

10,1-db3 0.32 0.15 0.19 0.08 0.42 0.23 0.83 0.56 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

10,2-db1 0.37 0.19 0.30 0.14 0.43 0.23 0.65 0.39 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

10,2-db2 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

10,2-db3 0.32 0.15 0.25 0.11 0.41 0.21 0.63 0.37 0.58 0.33 0.55 0.30 0.64 0.36 0.76 0.48 

shown in Table 8 . This table includes the performance of single 

denoising strategies and combining denoising strategies. For each 

strategy, only the configuration that performs the best for a set 

of adversarial examples are presented. For example, using quan- 

tization, q = 3 achieves the best performance for set 1, and q = 6 

achieves the best performance for set 2, while q = 8 achieves the 

best performance for set 3. “average” means the average perfor- 

mance for all the audios included in all the sets. 

On the whole, quantization&median with the configuration q = 

2 , k = 3 performs the best for set 1; wavelet&quantization with the 

configuration q = 4 , n = 2 , wname = db6 performs the best for set 2; 

wavelet with the configuration n = 5 , wname = db2 and INOR per- 

forms the best for set 3. In INOR, these three denoising strategies 

also take these configurations. INOR achieves the balance between 

the denoising performances for all the sets of groups. Comparing 

the average performance, INOR performs the best, with the WER 

and CER decreasing 33% and 55% from the performance while no 

strategy is applied. INOR is not only better than other strategies in 

total, but also makes a balance between the audios with different 

level of perturbations. For example, although quantization&median 

smoothing with q = 2 , k = 3 achieves the best performance for 

audios in set 1, the ER for set2 and set3 is too high, especially 

set 3. 

Besides the low error rate, INOR also successfully recover the 

semantics of all the adversarial examples in set 1. Take the first ex- 

ample of set 1 in Fig. 1 as an example, after denoised by INOR, 

the transcription is recovered to the clean transcription “Without 

the dataset the article is useless” from the adversarial transcription 

“Without the dataset the article is not useless”. For other adversarial 

examples in set 1, the recovered transcription may not be so accu- 

rate, but all the deleted or added word “not” is recovered, which 

avoids great change in semantics. 
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Table 7 

Performance of quantization-wavelet combination. 

q, n − wname 

quantization–wavelet wavelet–quantization 

set0 set1 set2 set3 set0 set1 set2 set3 

WER CER WER CER WER CER WER CER WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 

2,1-db1 0.34 0.17 0.21 0.09 0.44 0.24 0.78 0.53 0.33 0.16 0.22 0.09 0.43 0.23 0.80 0.54 

2,1-db2 0.34 0.15 0.17 0.07 0.42 0.23 0.80 0.56 0.33 0.15 0.18 0.08 0.41 0.23 0.83 0.57 

2,1-db3 0.32 0.15 0.18 0.08 0.41 0.23 0.82 0.55 0.31 0.14 0.18 0.07 0.41 0.22 0.84 0.57 

2,1-db4 0.31 0.14 0.19 0.08 0.42 0.23 0.82 0.55 0.32 0.15 0.19 0.08 0.41 0.22 0.83 0.58 

2,1-db5 0.31 0.14 0.18 0.08 0.44 0.23 0.81 0.55 0.32 0.14 0.19 0.08 0.43 0.23 0.82 0.57 

2,1-db6 0.31 0.14 0.20 0.08 0.44 0.23 0.80 0.54 0.32 0.15 0.18 0.07 0.43 0.23 0.82 0.57 

2,1-db7 0.31 0.14 0.20 0.09 0.44 0.24 0.82 0.54 0.32 0.14 0.20 0.08 0.42 0.23 0.84 0.57 

2,1-db8 0.32 0.14 0.21 0.09 0.44 0.23 0.81 0.54 0.32 0.14 0.20 0.08 0.42 0.23 0.85 0.58 

2,2-db1 0.38 0.19 0.31 0.14 0.42 0.22 0.64 0.38 0.37 0.19 0.31 0.14 0.43 0.23 0.65 0.38 

2,2-db2 0.33 0.16 0.23 0.11 0.38 0.20 0.63 0.36 0.33 0.15 0.25 0.11 0.38 0.20 0.65 0.37 

2,2-db3 0.33 0.15 0.26 0.11 0.41 0.21 0.64 0.37 0.33 0.15 0.25 0.11 0.38 0.19 0.68 0.39 

2,2-db4 0.31 0.15 0.26 0.11 0.42 0.21 0.66 0.38 0.32 0.14 0.25 0.10 0.40 0.20 0.67 0.38 

2,2-db5 0.32 0.15 0.26 0.12 0.42 0.22 0.64 0.37 0.32 0.15 0.25 0.11 0.38 0.20 0.67 0.38 

2,2-db6 0.32 0.15 0.29 0.13 0.44 0.23 0.65 0.38 0.32 0.15 0.25 0.11 0.38 0.20 0.66 0.38 

2,2-db7 0.32 0.16 0.29 0.13 0.45 0.23 0.68 0.40 0.31 0.15 0.25 0.11 0.39 0.20 0.66 0.38 

2,2-db8 0.34 0.16 0.29 0.13 0.43 0.23 0.67 0.40 0.31 0.15 0.25 0.11 0.39 0.21 0.67 0.39 

3,1-db1 0.33 0.17 0.20 0.09 0.43 0.23 0.77 0.52 0.34 0.17 0.22 0.09 0.42 0.22 0.78 0.52 

3,1-db2 0.33 0.15 0.18 0.07 0.41 0.23 0.80 0.55 0.32 0.15 0.20 0.08 0.41 0.23 0.81 0.55 

3,1-db3 0.32 0.15 0.19 0.08 0.41 0.22 0.81 0.55 0.32 0.15 0.18 0.07 0.40 0.22 0.82 0.55 

3,1-db4 0.32 0.15 0.19 0.08 0.41 0.22 0.81 0.54 0.32 0.15 0.19 0.08 0.41 0.22 0.82 0.56 

3,1-db5 0.32 0.15 0.18 0.08 0.42 0.23 0.82 0.54 0.31 0.14 0.21 0.08 0.40 0.21 0.82 0.56 

3,1-db6 0.31 0.15 0.19 0.08 0.42 0.23 0.82 0.55 0.32 0.14 0.20 0.08 0.41 0.22 0.84 0.56 

3,1-db7 0.32 0.15 0.20 0.08 0.43 0.23 0.81 0.54 0.32 0.14 0.20 0.08 0.41 0.22 0.84 0.57 

3,1-db8 0.33 0.15 0.20 0.08 0.44 0.23 0.80 0.53 0.33 0.14 0.19 0.08 0.41 0.22 0.83 0.57 

3,2-db1 0.39 0.20 0.30 0.14 0.42 0.23 0.64 0.39 0.39 0.19 0.32 0.14 0.42 0.22 0.64 0.37 

3,2-db2 0.34 0.16 0.24 0.11 0.38 0.20 0.63 0.36 0.33 0.15 0.24 0.10 0.38 0.19 0.64 0.36 

3,2-db3 0.33 0.16 0.26 0.11 0.41 0.21 0.64 0.37 0.34 0.15 0.25 0.10 0.38 0.19 0.64 0.37 

3,2-db4 0.33 0.15 0.28 0.12 0.42 0.21 0.65 0.38 0.32 0.15 0.26 0.11 0.38 0.20 0.65 0.36 

3,2-db5 0.33 0.16 0.27 0.12 0.42 0.22 0.65 0.37 0.32 0.15 0.24 0.10 0.37 0.19 0.65 0.37 

3,2-db6 0.34 0.16 0.30 0.13 0.44 0.22 0.66 0.38 0.33 0.15 0.26 0.11 0.38 0.19 0.67 0.37 

3,2-db7 0.34 0.17 0.29 0.13 0.44 0.23 0.66 0.40 0.31 0.15 0.25 0.10 0.37 0.19 0.65 0.37 

3,2-db8 0.35 0.17 0.29 0.13 0.43 0.23 0.67 0.40 0.32 0.15 0.24 0.10 0.38 0.20 0.65 0.37 

4,1-db1 0.34 0.18 0.21 0.09 0.43 0.22 0.76 0.50 0.35 0.18 0.22 0.10 0.42 0.22 0.76 0.48 

4,1-db2 0.33 0.16 0.17 0.08 0.41 0.22 0.77 0.52 0.31 0.15 0.20 0.08 0.41 0.21 0.78 0.52 

4,1-db3 0.33 0.16 0.19 0.08 0.42 0.21 0.77 0.50 0.32 0.15 0.20 0.08 0.40 0.21 0.78 0.52 

4,1-db4 0.33 0.16 0.21 0.08 0.40 0.21 0.79 0.51 0.32 0.15 0.21 0.08 0.39 0.21 0.78 0.53 

4,1-db5 0.32 0.15 0.20 0.08 0.42 0.22 0.78 0.51 0.31 0.15 0.20 0.08 0.41 0.21 0.81 0.54 

4,1-db6 0.32 0.15 0.22 0.09 0.43 0.23 0.77 0.51 0.30 0.15 0.21 0.09 0.41 0.22 0.81 0.53 

4,1-db7 0.32 0.15 0.21 0.09 0.42 0.22 0.78 0.51 0.31 0.14 0.20 0.08 0.40 0.21 0.81 0.53 

4,1-db8 0.32 0.15 0.22 0.09 0.43 0.23 0.79 0.52 0.31 0.14 0.20 0.08 0.42 0.22 0.81 0.53 

4,2-db1 0.38 0.19 0.31 0.15 0.43 0.23 0.65 0.39 0.39 0.20 0.33 0.16 0.42 0.22 0.61 0.36 

4,2-db2 0.34 0.17 0.26 0.12 0.39 0.20 0.64 0.36 0.33 0.16 0.24 0.11 0.38 0.19 0.61 0.35 

4,2-db3 0.33 0.16 0.27 0.12 0.40 0.20 0.64 0.37 0.35 0.16 0.23 0.10 0.37 0.18 0.63 0.36 

4,2-db4 0.34 0.16 0.27 0.12 0.43 0.21 0.64 0.38 0.33 0.16 0.24 0.10 0.37 0.19 0.64 0.36 

4,2-db5 0.35 0.16 0.27 0.12 0.41 0.21 0.63 0.37 0.31 0.15 0.22 0.10 0.36 0.18 0.63 0.36 

4,2-db6 0.34 0.16 0.30 0.13 0.43 0.22 0.66 0.38 0.31 0.15 0.24 0.10 0.35 0.18 0.64 0.36 

4,2-db7 0.34 0.16 0.30 0.13 0.46 0.24 0.64 0.39 0.31 0.15 0.24 0.10 0.34 0.18 0.64 0.36 

4,2-db8 0.35 0.17 0.28 0.13 0.44 0.23 0.66 0.39 0.30 0.14 0.24 0.10 0.37 0.19 0.65 0.36 

5,1-db1 0.37 0.19 0.25 0.12 0.44 0.23 0.72 0.46 0.38 0.20 0.26 0.12 0.45 0.23 0.71 0.44 

5,1-db2 0.35 0.17 0.22 0.10 0.41 0.22 0.73 0.47 0.33 0.17 0.23 0.10 0.41 0.21 0.75 0.47 

5,1-db3 0.36 0.17 0.24 0.11 0.42 0.22 0.75 0.46 0.32 0.16 0.24 0.11 0.40 0.22 0.74 0.47 

5,1-db4 0.36 0.18 0.24 0.11 0.42 0.23 0.75 0.46 0.33 0.16 0.22 0.10 0.41 0.22 0.78 0.49 

5,1-db5 0.36 0.17 0.23 0.10 0.41 0.22 0.72 0.46 0.32 0.16 0.22 0.10 0.41 0.21 0.76 0.49 

5,1-db6 0.36 0.17 0.23 0.10 0.42 0.22 0.74 0.46 0.33 0.17 0.22 0.10 0.42 0.22 0.76 0.48 

5,1-db7 0.36 0.17 0.23 0.10 0.42 0.22 0.74 0.46 0.34 0.17 0.22 0.10 0.43 0.22 0.78 0.49 

5,1-db8 0.35 0.17 0.23 0.10 0.42 0.22 0.73 0.46 0.33 0.16 0.23 0.10 0.42 0.22 0.77 0.49 

5,2-db1 0.41 0.21 0.34 0.18 0.44 0.24 0.62 0.38 0.40 0.21 0.37 0.19 0.44 0.24 0.64 0.37 

5,2-db2 0.37 0.19 0.28 0.13 0.41 0.22 0.60 0.35 0.36 0.18 0.29 0.13 0.42 0.21 0.63 0.35 

5,2-db3 0.36 0.17 0.29 0.14 0.41 0.21 0.62 0.36 0.35 0.17 0.27 0.12 0.39 0.20 0.63 0.36 

5,2-db4 0.37 0.18 0.29 0.13 0.43 0.22 0.61 0.36 0.33 0.16 0.28 0.12 0.39 0.20 0.65 0.36 

5,2-db5 0.36 0.17 0.29 0.13 0.43 0.22 0.64 0.37 0.33 0.17 0.27 0.12 0.39 0.20 0.64 0.36 

5,2-db6 0.36 0.18 0.32 0.15 0.45 0.24 0.63 0.36 0.33 0.16 0.25 0.11 0.37 0.19 0.64 0.35 

5,2-db7 0.37 0.19 0.32 0.15 0.46 0.25 0.64 0.38 0.34 0.16 0.28 0.13 0.39 0.20 0.63 0.36 

5,2-db8 0.36 0.17 0.32 0.15 0.46 0.24 0.66 0.38 0.34 0.17 0.25 0.11 0.39 0.19 0.62 0.36 
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Table 8 

Performance of INOR. 

strategy parameter set0 set1 set2 set3 average 

WER CER WER CER WER CER WER CER WER CER 

no strategy 0.30 0.14 0.18 0.11 0.54 0.43 1.19 0.98 0.55 0.42 

quantization q = 3 0.32 0.15 0.14 0.06 0.52 0.37 1.09 0.91 0.52 0.37 

q = 6 0.40 0.20 0.28 0.13 0.46 0.27 0.84 0.57 0.50 0.30 

q = 8 0.61 0.39 0.58 0.36 0.63 0.40 0.74 0.51 0.64 0.42 

median smoothing k = 4 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 0.44 0.25 

k = 8 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 0.56 0.32 

wavelet filter n = 1, wname = ‘db2’ 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.43 0.25 

n = 2, wname = ‘db2’ 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.40 0.20 

n = 5, wname = ‘db2’ 0.34 0.16 0.31 0.14 0.40 0.20 0.57 0.32 0.41 0.21 

quantization&median smoothing q = 2, k = 3 0.28 0.13 0.13 0.05 0.48 0.30 0.94 0.75 0.61 0.31 

q = 4, k = 5 0.35 0.17 0.24 0.11 0.41 0.22 0.73 0.48 0.43 0.25 

q = 6, k = 3 0.53 0.30 0.49 0.28 0.55 0.32 0.69 0.45 0.57 0.34 

median smoothing&quantization q = 2, k = 4 0.29 0.13 0.14 0.06 0.46 0.29 0.94 0.74 0.45 0.31 

q = 2, k = 3 0.35 0.18 0.25 0.12 0.42 0.23 0.71 0.47 0.43 0.25 

q = 5, k = 3 0.49 0.26 0.38 0.21 0.49 0.29 0.72 0.46 0.52 0.31 

median smoothing&wavelet k = 9, n = 2, wname = ‘db2’ 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.40 0.20 

k = 10, n = 1, wname = ‘db2’ 0.32 0.14 0.17 0.07 0.42 0.23 0.80 0.56 0.43 0.25 

k = 10, n = 2, wname = ‘db2’ 0.33 0.15 0.24 0.10 0.39 0.20 0.63 0.36 0.40 0.20 

wavelet&median smoothing k = 3, n = 1, wname = ‘db1’ 0.34 0.17 0.23 0.10 0.47 0.26 0.83 0.60 0.47 0.29 

k = 4, n = 1, wname = ‘db1’ 0.32 0.16 0.23 0.10 0.43 0.24 0.77 0.51 0.44 0.25 

k = 8, n = 1, wname = ‘db1’ 0.50 0.27 0.45 0.24 0.56 0.32 0.72 0.45 0.58 0.32 

quantization&wavelet q = 2, n = 1, wname = ‘db2’ 0.34 0.15 0.17 0.07 0.42 0.23 0.80 0.56 0.43 0.25 

q = 2, n = 2, wname = ‘db2’ 0.33 0.16 0.23 0.11 0.38 0.20 0.63 0.36 0.39 0.21 

q = 5, n = 2, wname = ‘db2’ 0.37 0.19 0.28 0.13 0.41 0.22 0.60 0.35 0.42 0.22 

wavelet&quantization q = 2, n = 1, wname = ‘db3’ 0.31 0.14 0.18 0.07 0.41 0.22 0.84 0.57 0.44 0.25 

q = 4, n = 2, wname = ‘db2’ 0.33 0.16 0.24 0.11 0.38 0.19 0.61 0.35 0.39 0.18 

q = 4, n = 2, wname = ‘db6’ 0.31 0.15 0.24 0.10 0.35 0.18 0.64 0.36 0.39 0.20 

INOR 0.30 0.14 0.25 0.12 0.36 0.18 0.57 0.32 0.37 0.19 

6. Conclusion 

This paper analyzes the relationship between semantic differ- 

ence and adversarial perturbations for adversarial audio examples. 

Based on the analysis, various denoising strategies, including tra- 

ditional input transformation and wavelet filter are calibrated and 

their combinations are applied to mitigate the perturbations. It is 

observed that, for audios with different levels of transcription dis- 

tance, the best denoising strategy differs. However, in practice, we 

do not know the level of transcription distance for a coming audio. 

Therefore, an intelligent noise reduction method–INOR is proposed 

to predict the level of transcription distance and further apply the 

most effective denoising strategy for the coming audio. Experimen- 

tal results show that INOR is effective in mitigating the adversar- 

ial perturbations for all the groups of adversarial examples by de- 

creasing the average CER and WER by 33% and 55% respectively. 
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